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BLOGGERS AND THE 
JOURNALISTIC PRIVILEGE 

 
By Coleman Adams* 

 
 
 A web log, or blog, is “a personal 
website on which an individual records 
opinions and links to other sites among 
other things, on a regular basis.”i  Thus 
“bloggers” are those individuals who 
operate or contribute to these websites 
that cover an endless variety of topics.  
Examples of blogs include “The Volokh 
Conspiracy,” “SCOTUSblog,” and the 
“Washingtonienne” where former 
Congressional staff assistant Jessica 
Cutler posted sex diaries that caused a 
scandal on Capitol Hill in 2004.ii  The 
above definitions, however, are far from 
precise because defining a blog with 
certainty is a difficult task, even for 
those organizations that track and poll 
bloggers, such as Technorati and Umbria 
Communications.iii  Despite this 
definitional difficulty, blogs are clearly 
an influential and important part of the 
Internet, because as of April 2007, there 
were approximately 70 million weblogs, 
with 120,000 new ones being created 
each day.iv 

  The importance of the Internet as 
a source for news is growing as well.v  
While the majority of blogs do not focus 
on news or politics, about 34 percent of 
bloggers define themselves as 
journalists.vi  Of this group, 56 percent 
say they engage in traditional 
journalistic practices, such as verifying 
facts, and 40 percent say they quote 
other people or the media directly.vii  
This data hardly suggests that blogs are 
supplanting or will supplant traditional 
print and broadcast news media.  Rather, 
it shows journalism is evolving and that 
Internet blogs are beginning to carve out 
a niche in this field. 
 

Defining the boundaries of this 
niche creates difficulties in determining 
what legal rights bloggers are afforded.   
One important issue, at both the state 
and federal level, is whether bloggers are 
entitled to invoke the journalist’s 
privilege.  The journalist’s privilege, 
also called the reporter’s privilege, is a 
testimonial privilege that protects 
reporters from punishment for refusing 
to disclose confidential information or 
sources of information in certain 
situations.  At the federal level, Congress 
is currently debating the “Free Flow of 



 
 

 3

Information Act of 2007,” which would 
create a statutory federal reporter’s 
privilege that would not only apply to 
traditional journalists, but would include 
bloggers who are regularly engaged in 
newsgathering activities as well.viii  At 
the state level, 49 states and the District 
of Columbia recognize some form of the 
privilege, and 34 of these have enacted 
specific shield laws.ix  What remains 
unsettled, however, is what impact the 
Internet has had on the states’ definition 
of who is covered by the privilege 

. 
 The following discussion 
attempts to analyze this impact as it 
relates to bloggers by surveying the 
current law and court decisions 
regarding the reporter’s privilege.  After 
both federal and state law are 
highlighted, conclusions as to what the 
current state of the law means for 
bloggers are drawn. 
 
Federal Law 
 
 As previously mentioned, no 
statutory reporter’s privilege exists at the 
federal level.  Thus, any constitutional 
basis for invoking it stems from 
Branzburg v. Hayes.x  In Branzburg, the 
Court held there was no absolute First 
Amendment privilege given to reporters 
so that they may refuse to testify before 
a grand jury.xi  The Court warned that 
this decision did not mean that 
newsgatherers were not without First 
Amendment protections from 
harassment.xii  In his concurrence, 
Justice Powell reasoned that because this 
warning limited the holding, a qualified 
privilege thus existed for reporters with 
respect to the gathering of news or in 
safeguarding their sources.xiii 
  

Since Branzburg, federal courts 
have been split in their interpretations of 

whether Justice Powell’s concurrence is 
controlling.xiv  Nevertheless, most agree 
that the First Amendment provides for a 
qualified reporter’s privilege, but the 
extent to which this privilege exists in 
civil, criminal and grand jury settings is 
quite varied.xv  What is more important 
to bloggers, however, is determining 
who is covered by the privilege.  The 
interpretations of who is covered vary as 
well but many circuit courts agree that 
the person does not have to be a 
traditional type of newsgatherer, but 
instead can be an academic researcher, 
an author, or a film-maker.xvi  Some 
even hold that the medium used, whether 
it is print, broadcast or film, is not 
important to the inquiry either.xvii  
Further, many courts hold that the 
person will be covered by the privilege 
as long as they can prove they possessed 
the intent to disseminate the information 
to the public at the beginning of the 
newsgathering process.xviii  

 
While these interpretations of 

who is covered are broad, only two cases 
exist that consider whether the privilege 
applies to bloggers.  In Blumenthal v. 
Drudge,xix the operator of an online 
gossip column was found to be eligible 
for protection under the First 
Amendment when asked to reveal the 
source of allegedly libelous statements 
he disseminated on his own website and 
through emails to subscribers.xx  His 
eligibility was  surprising, considering 
the court earlier recognized that Drudge 
was not a reporter, journalist, or a 
newsgatherer.xxi  In Wolf v. United 
States,xxii however, the Ninth Circuit 
failed to extend a similar privilege to a 
video-blogger who refused to testify 
before a grand jury regarding his taping 
of rioting at the 2005 G-8 Summit in San 
Francisco.xxiii  While they reached this 
conclusion on grounds unrelated as to 
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whether he would even qualify for 
protection, the court did state in dicta 
that as a freelance video blogger, Wolf 
was not protected by California’s shield 
law.xxiv  

 
The above illustrates that the 

picture in federal courts, post-
Branzburg, is unclear as applied to 
reporters and less clear as applied to 
bloggers.  The Supreme Court recently 
had a chance to clarify their position on 
the existence of the privilege but 
declined to do so in denying certiorari in 
the highly publicized case of Judith 
Miller.xxv  Miller was the New York 
Times reporter jailed for declining to 
reveal her confidential sources in the 
leaking of CIA agent Valerie Plame’s 
identity.  Joined by the Attorneys 
General as amici curiae, among others, 
she appealed her conviction to the 
Supreme Court to have them recognize a 
reporter’s privilege, but certiorari was 
denied without explanation.xxvi  It 
appears perhaps as if the Court agreed 
with the U.S. Court of Appeals for the 
District of Columbia in expressing the 
view that this problem is better left to the 
legislature.xxvii   

 
Therefore, the privilege’s future, 

and bloggers’ future to qualify for it, 
appears to be solely in the hands of 
Congress.  However, the Free Flow of 
Information Act, initially proposed in 
2005, is still being debated.  The 
legislation generally has widespread 
support, but the Internet and blogs have 
complicated defining who is a journalist 
for purposes of the privilege. The current 
House version defines a journalist as 
someone who, for “financial gain or 
livelihood” engages, in journalism.  
Proponents of this language say that the 
recreational blogger will not be able to 
meet this standard and thus won’t be 

protected by the shield.  Opponents 
however feel that the definition is too 
broad and any “pajama clad reporter” 
could post advertising on their website 
and gain financially.  As of July 31, 
2007 this legislation was approved by 
the House Judiciary Committee and sent 
to the House floor.  However, both sides 
agreed that more work needed to be 
done in refining the definition of a 
journalist.  The Senate version remains 
in committee. 

     
State Law 
 
 Currently all but one state 
recognize some form of the reporter’s 
privilege while 33 of these states and the 
District of Columbia have enacted 
statutory shield laws.xxviii  Newsgatherers 
prefer protection under these laws over 
federal and state constitutional 
protection because there is more 
certainty provided as to when the 
privilege would apply.xxix  State shield 
laws vary greatly in their scope, 
however, and thus for bloggers to enjoy 
their protection, they must be able to fit 
inside a reasonable interpretation of the 
applicable statute 
. 
 In the few states that have an 
explicit list and strictly define who is 
protected, bloggers are unlikely to 
receive protection unless a legislative 
change occurs.xxx  Other states, while 
containing no explicit lists, offer little 
room for interpretation within the 
statutory language.xxxi  States that offer 
more room for interpretation typically do 
so through broad language that could be 
used by a blogger to reasonably interpret 
that they are protected.xxxii  Finally, there 
are states that although they have not 
extended the protection to bloggers, their 
statutes have even more room for 
interpretation because they are so broad 
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or contain general policy statements that 
bloggers could use to their 
advantage.xxxiii 
 
 These predictions are grounded 
more in statutory construction and 
interpretation because only one case 
exists that has analyzed a state shield 
law as it applied to blogs.xxxiv  In 
O’Grady v. Superior Court,xxxv Apple 
Computer issued civil subpoenas to 
website publishers in order to find the 
source of confidential information 
regarding an unreleased product that was 
posted on their websites.  The publishers 
filed for a protective order claiming the 
journalistic privilege but were denied by 
the trial court because the publications in 
question were not protected speech.xxxvi  
The California Court of Appeal reversed 
and held that the blogs were in fact 
publications and that in examining the 
intent of the law, they fit the definition 
of gathering and disseminating 
news.xxxvii  Thus, the web site publishers 
were held to be protected by California’s 
shield law. 

   
In the general outline of shield 

laws above, California’s statute falls 
within the category of containing broad 
language where a reasonable 
interpretation could be used to provide 
protection to bloggers.xxxviii  Therefore, 
in states that contain such broad 
language, bloggers theoretically would 
have better a chance to successfully 
claim the privilege.  However, no 
blogger challenges to disclosing 
confidential sources have arisen that 
confirm or deny this theory. 

 
 Aside from O’Grady, another 
means of predicting whether bloggers 
will qualify for the privilege is to look at 
recently enacted state shield laws.  Most 
shield laws were enacted before the 

concept of a blog existed.  Now blogs 
are prevalent and in crafting a shield 
law, one could assume that legislators 
are aware of their impact.  In 2006, 
Connecticut passed a shield law that, 
while containing broad language in its 
definition of news media, did not 
specifically reference bloggers.xxxix 
   

In April, Washington passed a 
shield law but there was much debate 
about defining a journalist.xl  The 
version signed into law, while it does 
mention dissemination of news on the 
Internet, says that the privilege only 
applies to “bona fide” newsgatherers.xli  
Thus it will not be easy for bloggers to 
qualify for the privilege under this 
stricter definition.  Finally, in Alabama, 
the legislature recently proposed 
amending the privilege to include 
magazines within their list, but did not 
include bloggers either.xlii 

 
Conclusions 
 

At both the state and federal 
levels, it appears unlikely that bloggers 
will be able to successfully invoke the 
reporter’s privilege.  Bloggers’ rights at 
the federal level will ultimately be 
decided by Congress. Until this occurs, 
they will have to wade through the 
unclear case law.  However, as 
evidenced by the Blumenthal opinion, in 
civil settings, as opposed to a grand jury 
setting as in Wolf, there’s some hope for 
successfully claiming the privilege. 

 
 Bloggers’ prospects for claiming 
the privilege at the state level, while still 
somewhat unclear, are better than their 
chances at the federal level.  The 
O’Grady opinion seems to suggest that 
bloggers will be granted the privilege in 
those states whose statutes offer room 
for interpretation, but this has yet to 



 
 

 6

happen.  In addition, the legislatures in 
three states have had the recent 
opportunity to include bloggers within 
their shield law but declined to do so.  
Thus, it appears that for now, bloggers 
will not be able to claim the reporter’s 
privilege, particularly in those states that 
contain explicit lists or have no room for 
interpretation. 
   
 As the growth of blogs continues, 
the issue of legal protections afforded to 
those engaged in such activities will 
continue to be raised.  For those blogs 
that begin to resemble more traditional 
journalistic forms, whether it be through 
verifying facts or the intent to 
professionally disseminate information 
to the public at large, success in claiming 
the privilege will likely occur sooner.  
However, the debates that are occurring 
in Congress and the states are the ones 
that will occur in the courtroom as well 
and it is likely that until those debates 
are settled in the legislature, they will 
not be affirmatively settled in the courts.  
  
 
*Coleman Adams was an intern with 
NAAG’s Cybercrime Project this 
summer and is currently a third-year law 
student at the University of Mississippi 
School of Law.  His internship was 
supported under Grant No. 2000-DD-
VX-0032 awarded by the Bureau of 
Justice Assistance.  
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AGS FIGHTING CYBER CRIMES 
 

MULTI-STATE 
 
 The Attorneys General of 48 states and the 
District of Columbia reached a $3,000,000 
settlement with AOL, one of the largest Internet 
service providers, requiring the company to make 
significant changes in honoring cancellation 
requests and refunds.  The settlement resolves 
consumer complaints of difficulty and confusion in 
trying to cancel their AOL paid services by 
requiring recording and verification of such 
telephone calls from consumers and by adding the 
option of cancellation online at 
http://cancel.aol.com.  The agreement further 
requires AOL to make broad refunds to consumers 
who complain about unauthorized charges. 
Additionally, AOL will revise its disclosures 
regarding reactivation of terminated accounts and 
accounts billed directly to a monthly telephone bill.  
AOL will also revise its practice of allowing 
consumers to create “spin-off” accounts, which are 
additional paid accounts for AOL service stemming 
from one AOL membership, so that they now can 
only be created over the phone in a recorded 
conversation with a customer service representative.  
Attorneys General participating in the settlement 
are:  Alabama, Alaska, Arizona, Arkansas, 
California, Colorado, Connecticut, Delaware, 
District of Columbia, Georgia, Hawaii, Idaho, 
Illinois, Indiana, Iowa, Kansas, Kentucky, 
Louisiana, Maine, Maryland, Massachusetts, 
Michigan, Minnesota, Mississippi, Missouri,              
Montana, Nebraska, Nevada, New Hampshire, New 
Jersey, New Mexico, North Carolina, North Dakota, 
Ohio, Oklahoma, Oregon, Pennsylvania, Rhode 
Island, South Carolina, South Dakota, Tennessee, 
Texas, Utah, Vermont, Virginia, Washington, West 
Virginia, Wisconsin and Wyoming.     
 
ALABAMA 
 
 Attorney General Troy King’s agents, 
together with agents of the Walker County District 

Attorney’s Office, arrested Richard Dobbins on 
child pornography charges. The first count charged 
that Dobbins knowingly possessed, with intent to 
disseminate, obscene material with visual depictions 
of children under the age of 17 years, a class B 
felony.  The second count charged that Dobbins 
knowingly disseminated or publicly displayed such 
material, also a class B felony.  The case was 
investigated by Attorney General King’s 
Investigations Division with assistance from the 
above district attorney’s office, the Walker County 
Sheriff’s Office and the Alabama Department of 
Revenue.  If convicted, Dobbins faces a maximum 
penalty of two to 20 years imprisonment for each 
count and would also be subject to the provisions of 
Alabama’s community notification requirements for 
sex offenders.     

CALIFORNIA 

Attorney General Edmund Brown, Jr. 
announced that the district attorney offices in Los 
Angeles, Orange and San Diego counties will 
receive a total of $178,000 for specialized 
equipment, including technology for forensic 
computer analysis, to be used to fight identity theft, 
intellectual property and privacy violations.  The 
disbursement is the first payment from the state’s 
$13.5 million Privacy and Piracy Fund established 
after the settlement of a civil case against Hewlett 
Packard alleging that the company engaged in 
pretexting to gain unlawful access to phone records.  
Attorney General Brown will continue to accept 
applications for funding through the end of the year.  
 
CONNECTICUT 
 
 Attorney General Richard Blumenthal 
wrote to Sunrocket, a Virginia-based Internet 
telephone provider, and its consultant, Sherwood 
Partners, LLC of California, demanding information 
about the company’s Connecticut customers and 
operations, as well as possible refunds or credits for 
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customers abruptly left without phone service when 
the company shut down.  About 220,000 Sunrocket 
customers nationwide are without service, each of 
whom paid $199 yearly.  The letter also asked 
Sunrocket to identify any companies which might 
provide phone service to their customers and to 
supply copies of any written notices to consumers 
about such transfer of service, credits or rebates. 
 
FLORIDA 
 
 Attorney General Bill McCollum’s Child 
Predator CyberCrime Unit arrested Jeff Doland of 
Ohio on felony charges that he approached an 
undercover investigator posing as a mother online 
in a chat room and offered to pay to act out his 
sexual perversions with her two young daughters.  
The investigator, a Secret Service agent, alerted 
Attorney General McCollum’s Unit, which 
continued the investigation.  Doland was arrested by 
Unit agents and the Miami-Dade Police Department 
after he flew to Miami to meet the daughters and 
pay the mother $550.  He will be charged with the 
selling or buying of minors, a first-degree felony, 
and promoting the sexual performance of a child, a 
second-degree felony.  Doland faces up to 45 years 
in prison if convicted of the charges.  The case will 
be prosecuted by the State Attorney’s Office for the 
11th Judicial District.  
 
HAWAII 
 
 Attorney General Mark Bennett joined 
Honolulu Police Department (HPD) Chief Boisse 
Correa in announcing that Hawaii Internet Crimes 
Against Children Task Force agents arrested 
Earnest Roberts for Electronic Enticement of a 
Child in the First Degree.  Roberts allegedly 
solicited an HPD detective who he thought was a 
13-year-old girl, for sexual activity, and was 
arrested when he arrived at the designated meeting 
place.  The task force participants included Attorney 
General Bennett’s Office, the HPD, the Maui Police 
Department and the Naval Criminal Investigative 
Services. 
 
 
 

IDAHO 
 
 Attorney General Lawrence Wasden 
entered into a settlement with Thompson Hill 
Publishing of Montreal, a publisher of “Internet 
Yellow Pages,” under which the firm agreed to 
cancel the outstanding accounts of ten Idaho 
businesses who disputed purchasing listings.  
Thompson Hill solicited businesses by telephone, 
allegedly claiming that they had a prior business 
relationship with the businesses and 
misrepresenting the company as the consumers’ 
local “yellow page directory.”  Those who were 
solicited subsequently received an invoice from 
Thompson Hill for as much as $480.  If Thompson 
Hill did not receive payment, it turned the debt over 
to a collection agency.  Thompson Hill must also 
refund any money paid by business owners, as well 
as pay Attorney General Wasden’s Office $2,685.91 
in civil penalties and attorney fees.  The settlement 
also requires the company to respond within 30 
days to any future complaints from Idaho 
businesses, Attorney General Wasden’s Office or 
the Better Business Bureau.  If Thompson Hill 
continues to operate in Idaho, it must register with 
the Secretary of State and include a toll-free number 
on all advertisements and invoices. 
 
ILLINOIS 
 
 Attorney General Lisa Madigan’s Internet 
Crimes Against Children Task Force presented a 
new Internet safety training for law enforcement to 
representatives from 75 law enforcement agencies.  
The training include information about emerging 
social networking sites, such as Club Penguin and 
Webkinz, which are aimed at children as young as 
six-years-old.  The training provides tools to help 
law enforcement officials make parents and children 
aware of the potential dangers on such sites.      
 
INDIANA 
 
 Attorney General Steve Carter obtained 
an agreed court order halting two businesses from 
selling imitation high school and university 
diplomas via the Internet.  Michael Everett and 
David Schoettlin, who jointly operated 
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www.DiplomasAndMore.com and 
www.DocumentProfessionals.com, are also 
prohibited from selling or transferring those domain 
names.  Two members of Attorney General Carter’s 
office were able to purchase fake diplomas 
purported to be MBAs from Indiana University’s 
business school for $64.95 and $175.85, 
respectively. 
 
MASSACHUSETTS 
 
 Attorney General Martha Coakley 
announced that Christian Darby was indicted on 
two counts of Possession of Child Pornography.  
Responding to information from the Massachusetts 
Internet Crimes Against Children Task Force about 
a computer offering known child pornography 
images, State Police assigned to Attorney General 
Coakley’s Office obtained a search warrant for the 
computer.  The subsequent investigation found that 
Darby also allowed the images to be accessed 
through a peer-to-peer online network.  The case 
will be prosecuted by Assistant Attorney General 
Matthew Shea of the Criminal Bureau. 
 
MICHIGAN 
 

Attorney General Mike Cox’s 
investigators arrested Scott Hernden for using the 
Internet to solicit child pornography and sex from a 
minor.  Hernden communicated in an online chat 
room with an undercover investigator posing as a 
minor and asked the “minor” to send him 
pornographic pictures of her, sent her nude pictures 
of him and requested sexual acts.  He was arraigned 
on two counts of Using the Internet to Solicit 
Production of Child Pornography, each a 20-year 
felony; one count of Using the Internet to Solicit 
Distribution of Child Pornography, a 10-year 
felony; three counts of Using the Internet to Accost 
a Child for Immoral Purposes, each a 10-year 
felony; and three counts of Using the Internet to 
Distribute Obscene Material to a Minor, each a 
four-year felony. 

 
 
 
 

MISSISSIPPI 
 
 Attorney General Jim Hood joined 
members of the CyberCrime Task Force to 
officially open the Mississippi Cyber Crime Fusion 
Center (MCCFC) in a formal ceremony.  The 
MCCFC is a coalition of investigators, examiners, 
prosecutors and educators led by Attorney General 
Hood’s Cyber Crimes Division.  MCCFC partners 
include Attorney General Hood’s Office, the U.S. 
Attorney’s Office, Mississippi State University’s 
Center for Computer Research, the University of 
Mississippi’s National Center for Justice and the 
Rule of Law, Jackson State University, the Federal 
Bureau of Investigation, the U.S. Secret Service, 
U.S. Postal Inspectors, the Hinds County and 
Rankin County Sheriff’s Offices, the Mississippi 
Bureau of Investigation and the Jackson Police 
Department.  It is funded through Attorney General 
Hood’s Office and a grant from the U.S. 
Department of Justice and Mississippi State 
University.      
 
NEW HAMPSHIRE 
 
 Attorney General Kelly Ayotte gave an 
Internet safety presentation, “Connect With Your 
Kids,” to returning faculty and staff at Coe-Brown 
Northwood Academy.  She spoke about the 
methods online predators use to connect with 
children, the rise of cyberbullying and the use and 
popularity of social networking sites.  She also 
discussed what parents, teachers and schools can do 
to help children safely navigate the Internet, and 
provided all faculty with copies of her office’s 
“Internet Safety Guide for Parents and Teens.” 
 
NEW JERSEY 
 
 Attorney General Anne Milgram joined 
Criminal Justice Director Gregory Paw in 
announcing that John Messina, now serving a state 
prison term, was sentenced to serve an additional 
three years for defrauding investors over the 
Internet for $35,500.  He was also ordered to pay 
full restitution.  Messina advertised online at 
vFinance.com, a web site where entrepreneurs can 
link up with potential sources of investment capital, 
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fraudulently claiming he could obtain investors and 
investment capital for businesses. 
 
NEW MEXICO 
 
 Attorney General Gary King’s appellate 
attorneys prevailed in New Mexico v. Nolan 
Hinahara, as the state Court of Appeals reversed a 
lower court ruling that had excluded the suspect’s 
computer drive from evidence gathered to prosecute 
him on child pornography charges.  The lower court 
had ruled that the Fourth Amendment required the 
warrant to specifically list the computer hard drive 
in addition to the computer, but the attorneys 
successfully argued that the warrant satisfied the 
Fourth Amendment’s particularity requirement.  
The case was remanded for trial on the child 
pornography charges. 
 
OKLAHOMA 
 

Attorney General Drew Edmondson 
announced that Machelle Callicoat and Rebecca 
Ward, employees of the Kiamichi Technology 
Center, were named in a multicounty grand jury 
indictment that accuses them of using their state-
issued computers and printers to print campaign 
material worth in excess of $500 for a Center Board 
of Education member.  They were each charged 
with one count of conspiracy against the state, one 
count of computer crime and one count of 
embezzlement.  Attorney General Edmondson’s 
Office administers the multicounty grand jury. 

 
PENNSYLVANIA 
 
 Attorney General Tom Corbett’s Child 
Predator Unit agents arrested Douglas Schroth for 
allegedly using an Internet chat room to sexually 
proposition two 13-year-old girls, as well as sending 
explicit photos and webcam videos to the girls.  The 
“girls” were actually undercover profiles and used 
by an agent.  Schroth was arrested at his home, and 
agents also seized two computers and digital storage 
devices that will be analyzed by Attorney General 
Corbett’s Computer Forensics Unit.  He is charged 
with four counts each of unlawful contact with a 
minor and criminal use of a computer, all third-

degree felonies each punishable by up to seven 
years in prison and a $15,000 fine.  The case will be 
prosecuted by Deputy Attorney General William 
Caye of the Child Predator Unit. 
 
RHODE ISLAND 
 
 Attorney General Patrick Lynch joined 
Entertainment Software Rating Board President 
Patricia Vance in launching a video game rating 
awareness campaign that explains the video game 
rating system.  It also encourages parents to check 
the ratings to determine if a video game is 
appropriate for their children.  The campaign will 
include television and radio public service 
announcements featuring Attorney General Lynch 
and his children. 
 
SOUTH CAROLINA 
 
 Attorney General Henry McMaster 
announced that the Spartanburg County Sheriff’s 
Office, a member of Attorney General McMaster’s 
Internet Crimes Against Children Task Force, 
arrested Curtis Ballard during an Internet sting.  
Arrest warrants allege that Ballard solicited sex on 
the Internet from two individuals he believed to be 
13-year-old girls but in reality were undercover 
Sheriff’s Office deputies.  Ballard was arrested on 
four counts of Criminal Solicitation of a Minor, a 
felony offense punishable by up to 10 years in 
prison on each count.  A search warrant executed at 
his home resulted in the seizure of two desktop 
computers, two laptops and computer-related items.  
The City of Easley Police Department assisted in 
the arrest.  Ballard will be prosecuted by Attorney 
General McMaster’s Office. 
 
TEXAS 
 
 Attorney General Greg Abbott announced 
that Reuben Wenger was sentenced to 40 years in 
state prison for possessing child pornography and 
transmitting it over the Internet.  Fort Worth police 
arrested Wagner at his home after Attorney General 
Abbott’s Cyber Crimes Unit provided evidence that 
Wenger had engaged in peer-to-peer file-sharing of 
more than 1,000 sexually explicit images of 
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children.  Their investigation also uncovered more 
than 2,100 computer files containing child 
pornography on Wenger’s computer. 

 
 

 
IN THE COURTS 

 
FOURTH AMENDMENT:  E-MAIL 

PRIVACY 
 

Warshak v. United States, 2007 WL 
1730094 (6th Cir. June 18, 2007).  In a 
landmark decision, the 6th Circuit ruled 
that users have a reasonable expectation 
of privacy in their e-mail 
communications, and therefore e-mails 
have the same Fourth Amendment 
constitutional privacy protection as 
telephone conversations and sealed mail.  
What this means is that in the 6th Circuit, 
the government is not permitted to 
search and seize e-mail communications 
directly from an Internet Service 
Provider (ISP) regarding an account 
holder’s e-mails without obtaining a 
warrant based on probable cause or 
providing notice to the account holder.  
During a criminal investigation into 
Steven Warshak for mail and wire fraud 
and money laundering, the U.S. 
government obtained orders under seal 
from a federal magistrate directing 
NuVox Communications and Yahoo, 
Warshak’s ISPs, to turn over information 
on his e-mail account, including the 
contents of his e-mails, and prohibited 
them from disclosing the orders to 
Warshak.  The orders were issued under 
18 U.S.C. §2703(d) of the Stored 
Communications Act (SCA), which 
provides for obtaining information based 
on “reasonable grounds” instead of 
probable cause. More than a year later, 
the government notified Warshak of the 
orders.  Warshak filed suit, seeking 
injunctive and declaratory relief in the 
U.S. District Court for the Southern 

District of Ohio, alleging that the 
disclosure of his e-mails without a 
warrant violated the Fourth Amendment 
and the SCA.  He also sought a 
temporary restraining order to prevent 
searches of his e-mail without prior 
notice during the pendancy of his case.  
The district court granted the temporary 
restraining order, but applied it not only 
to Warshak but to any resident in its 
district, reasoning that since the standard 
for obtaining a §2703(d) order is lower 
than that of a search warrant, such a 
search is justified only if there is notice 
and an opportunity to be heard.  On 
appeal, the 6th Circuit affirmed, finding 
that protecting shared communications 
through e-mail is as important a Fourth 
Amendment right today as protecting 
telephone conversations was yesterday. 
 

EVIDENCE ADMISSION: PDAS 
 

United States v. Curtin, 2007 WL 
1500295 (9th Cir. May 24, 2007).  An en 
banc panel of the 9th Circuit held that 
stories about sex with children, 
recovered from a defendant’s PDA, were 
admissible Federal Rule of Evidence 
(FRE) 404(b)  in a “traveler” case where 
intent was at issue.  As the end result of 
a law enforcement sting, Kevin Curtin 
was convicted in the U.S. District Court 
for the District of Nevada of traveling 
across state lines to engage in a sexual 
act with a minor and using an interstate 
facility to attempt to persuade a minor to 
engage in sexual acts.  To prove the 
required intent, the government used 
stories about child sex that were on 
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Curtin’s PDA when arrested.  Curtin 
appealed, arguing that the stories were 
inadmissible character evidence and that 
their probative value was exceeded by 
their potential prejudice. A divided panel 
of the 9th Circuit reversed, finding that 
the district court erred in admitting the 
stories on the PDA because “possession 
of lawful reading material” was not the 
type of conduct contemplated by FRE 
Rule 404(b) “character evidence.”  An 
en banc panel of the court took the case 
to review the decision.  The panel 
reversed, finding no blanket exclusion of 
“reading material.”  
 
FIRST AMENDMENT:  YOUTUBE 

POSTING 
 

Requa v. Kent School District No. 415, 
2007 WL 1531670 (W.D. Wash. May 
24, 2007).  The U.S. District Court for 
the Western District of Washington 
denied a student’s motion for a 
preliminary injunction challenging his 
high school’s decision to suspend him 
for posting a video of his teacher in an 
unflattering light on YouTube.  Gregory 
Requa, a high school senior, was 
involved in creating a suggestive video 
of a teacher captured in class and 
enhanced.  The video was posted on 
YouTube, and Requa linked it to his 
MySpace page.  The school learned of it 
through a local newspaper and 
suspended all students involved for 40 
days, a decision ratified by the school 
district’s Board of Directors.  Requa 
filed a motion for preliminary injunction, 
arguing that the school had no authority 
to restrict his off-campus speech.  The 
district court skirted that argument, 
instead holding that Requa’s suspension 
was not based on his off-campus speech, 
but rather on his conduct in secretly 
recording the teacher in a manner that 
constituted sexual harassment.  The 

court then went on to hold that the video 
lacked any valuable content and was 
simply “vulgar and lewd” speech that 
disrupted the maintenance of a respectful 
atmosphere toward teachers.  The court 
concluded its opinion by noting that the 
ability of students to critique the 
performance of teachers is a legitimate 
right, and urged the school to provide 
opportunities for students to do that.  

 
And see… 
 

FIRST AMENDMENT:  VIOLENT 
INSTANT MESSAGE 

Wisniewski v. Board of Education of the 
Weedsport Central School District, No. 
06-3394 (2d Cir. July 5, 2007).  The 2nd 
Circuit ruled that the First Amendment 
was not violated by the suspension of a 
student who sent his friends an instant 
message calling for the death of a 
teacher, even though the message was a 
joke.  Aaron Wisniewski, an eighth 
grader, used his parents’ computer to 
send to his friends an instant message 
containing an icon with a small drawing 
of a pistol firing a bullet at a person’s 
head and blood splattering.  Underneath 
the icon were the words “kill” and his 
English teacher’s name.  One of 
Wisniewski’s classmates told the teacher 
about it, and after Wisneiwski expressed 
regret and said it was a joke, he was 
suspended for five days.  At a 
superintendent’s hearing, the hearing 
officer found the icon to be threatening, 
a violation of school rules and disruptive 
to school operations.  The school board 
accepted the hearing officer’s 
recommendation that Wisniewski be 
suspended for one semester.  
Wisniewski’s parents filed suit in the 
U.S. District Court for the Northern 
District of New York under 42 U.S.C. 
§1983, claiming that the icon was 
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protected speech because it was not a 
“true threat.”  They argued that the board 
had retaliated against their son for 
exercising his First Amendment rights.  
The district court granted summary 
judgment for the board, and on appeal 
the 2nd Circuit affirmed, asserting that 
officials are allowed to suppress speech 
if they reasonably conclude that it will 
materially and substantially disrupt the 
work and discipline of the school.  
Further, the court found that the fact that 
the instant message was created and sent 
off school property did not insulate 
Wisniewski from school discipline, 
because it was reasonably foreseeable 
that it would come to the attention of 
school authorities. 

SENTENCING:  LIFETIME BAN 
ON COMPUTER USE 

 
United States v. Voelker, No. 05-2858 
(3rd Cir. June 5, 2007).  The 3rd Circuit 
rejected a lower court’s imposition of a 
lifetime ban on computer access 
imposed on a defendant convicted of 
possession of child pornography.  Daniel 
Voelker pled guilty in the U.S. District 
Court for the Western District of 
Pennsylvania to possessing child 
pornography.  The court imposed 
lifetime supervised release with three 
special conditions:  (1) Voelker was 
prohibited from access to any computer 
or computer equipment at any location; 
(2) Voelker could not possess any 
materials depicting and/or describing 
sexually explicit conduct; and (3) 
Voelker could not associate with 
children under 18 years of age except in 
the presence of an adult who was aware 
of his offense.  Voelker appealed the 
special conditions.  The 3rd Circuit first 
concluded that a lifetime ban on using 
computers involved a greater deprivation 
of liberty than was reasonably necessary.  

The court also rejected the prohibition 
on possessing sexually explicit material 
as overbroad, finding no evidence that 
viewing such material that was non-
obscene and did not involve minors was 
related to Voelker’s crime or that 
viewing such material would cause him 
to reoffend.  Lastly, the court agreed that 
the record supported restricting 
Voelker’s association with minors, but 
directed the district court on remand to 
clarify whether the ban was intended to 
apply to Voelker’s own children and to 
provide guidance to the probation officer 
if the ban was reimposed. 
 

CONVERSION:  ELECTRONIC 
DOCUMENTS 

 
Thyroff v. Nationwide Mutual Insurance 
Co., No. 05-4005 (2nd Cir. June 15, 
2007).  The 2nd Circuit certified the 
question to New York’s highest court, 
which held that the doctrine of 
conversion applies to intangible goods 
such as electronic files.  Louis Thyroff, 
an agent for Nationwide Mutual 
Insurance, leased Nationwide’s 
computer hardware and software to 
facilitate sharing customer and other 
business data.  He used the equipment  
for other personal and business 
correspondence as well.  Nationwide 
subsequently terminated Thyroff, but 
also seized his equipment and denied 
him access to all his records.  Thyroff 
sued Nationwide in the U.S. District 
Court for the Western District of New 
York for conversion in taking his 
personal and business files not related to 
Nationwide. The district court dismissed 
the suit for failure to state a cause of 
action, and Thyroff appealed.  The 2nd 
Circuit found that New York law had not 
been resolved on the issue, so it certified 
the following question to the New York 
Court of Appeals:  is a claim for 
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conversion of electronic data cognizable 
under New York law?  The New York 
court held that the doctrine of conversion 
applies to intangible goods such as 
electronic files on computers, and such 
taking will be treated the same at law as 
the taking of physical property.  The 2nd 
Circuit then vacated the district court’s 
dismissal of the conversion claim and 
remanded the case for further 
proceedings. 
 

POSSESSION OF CHILD 
PORNOGRAPHY:  KNOWLEDGE 

 
Barton v. State, No. A07A0486 (Ga. Ct. 
App. June 21, 2007).  In a case of first 
impression, the Georgia Court of 
Appeals reversed a conviction on 106 
counts of sexual exploitation of children 
because it found that prosecutors failed 
to prove the defendant knew he had 
pornographic images stored on his 
computer hard drive.  Edward Barton 
was indicted on the sexual exploitation 
counts based on photos found on his 
laptop computer.  His wife had given 
authorities the computer after a county 
sheriff’s office began investigating 
allegations of child molestation against 
Barton.  At trial, a U.S. Secret Service 
forensic computer analyst testified that 
each of the pornographic images was 
stored on Barton’s hard drive in 
temporary Internet file folders.  He 
further testified that the files’ existence 
meant that Barton had viewed the 
images on the Internet but had not taken 
additional steps to save them on his 
computer and could not retrieve them 
again without special software which he 
did not have. A jury acquitted Barton of 
child molestation  and sodomy charges, 
but convicted him on the sexual 
exploitation charges and sentenced him 
to serve 20 years,  Barton appealed, 
arguing that the state hadn’t shown he 

knowingly possessed the images because 
he hadn’t taken any affirmative action to 
save them and was unaware that the 
computer had automatically saved the 
images.  The appeals court “reluctantly” 
agreed, finding that for images found in 
cache files to be enough to show 
possession, the state has to prove that the 
defendant either (1) took some 
affirmative act to save or download 
those images to his computer, or (2) had 
knowledge that the computer 
automatically saved those files – and the 
state had not proved either with respect 
to Barton. 
 

ONLINE DEFAMATION:  
JURISDICTION 

 
Best Van Lines v. Walker, 2007 WL 
1815511 (2d Cir. June 26, 2007).  The 
2nd Circuit Court of Appeals ruled that a 
New York-based company cannot bring 
a defamation lawsuit against an Iowa 
resident who operates a web site the 
company claims defamed it.  Iowan 
Timothy Walker operates a web site out 
of his home which posts comments, 
most of them derogatory, about moving 
companies.  When he posted comments 
on the site asserting that Best Van Lines 
was operating without legal 
authorization and without the insurance 
required by law, the company filed a 
diversity action in the U.S. District Court 
for the Southern District of New York, 
alleging that Walker’s postings were 
false, derogatory and made with an 
intent to harm Best Van Lines.  The suit 
sought to enjoin Walker from posting 
defamatory comments about the 
company, as well as for compensatory 
and punitive damages of $1.5 million.  
Walker moved to dismiss for lack of 
personal jurisdiction, and the court 
granted the motion, finding that CPLR 
8302(a), New York’s long arm statute, 
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did not give the court personal 
jurisdiction over Walker.  The 2nd 
Circuit said that New York law 
establishes that making defamatory 
statements outside of New York about 
New Yorkers does not, without more, 
provide a basis for jurisdiction, even 
when those statements can be accessed 
by New Yorkers.  The court also noted 
that the nature of Walker’s comments 
did not suggest that they were 
purposefully directed to New Yorkers, 
but instead to a nationwide audience.  
The court affirmed the district court 
decision, holding that Best Van Lines 
failed to allege facts sufficient to show 
that Walker had transacted business in 
New York for purposes of New York’s 
long arm statute. 
 
FANTASY SPORTS LEAGUE WEB 

SITES:  ILLEGAL GAMBLING 
 

Humphrey v. Viacom, Inc., No. 06-2768 
(D.N.J. June 20, 2007).  The U.S. 
District Court for the District of New 
Jersey ruled that payment of an entry fee 
to participate in fantasy sports league 
web sites does not constitute illegal 
gambling.  Charles Humphrey, Jr., a 
lawyer turned professional gambler, 
used qui tam loss recovery laws to sue 
several operators of online fantasy sports 
leagues, including Viacom, CBS Corp., 
the Walt Disney Co., ESPN and the 

Sporting News, alleging that they 
operated illegal pay-for-play web sites 
because their registration fees 
constituted wagers.  Under qui tam, 
Humphrey claimed he was entitled to 
recover all of the individual entry fees 
paid by participants in fantasy sports 
leagues that he alleged were illegal.  The 
league operators filed a motion to 
dismiss on the basis that the complaint 
did not state proper claims under 
governing laws.  The court granted the 
motion on procedural grounds, including 
an insufficient pleading that failed to 
identify any individual who paid an 
entry fee to play in one of the fantasy 
games.  The court, however, went on to 
address the core issues, ruling that as a 
matter of law, the entry fees were not 
“bets” or “wagers” because 1) the fees 
were paid unconditionally; 2) the prizes 
offered to fantasy sports contestants are 
for certain amounts and are guaranteed 
to be awarded; and 3) the operators of 
the leagues do not compete for the 
prizes.  The court also ruled that fantasy 
sports operators are not considered 
“winners” under qui tam statutes 
because they do not “play” in the fantasy 
leagues themselves or have any financial 
interest in the outcome of any league.   
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NEWS YOU CAN USE 
 

 
SURVEY:  COMPANIES ILL-

PREPARED FOR DATA 
BREACHES 

 
 Most companies are slow in 
implementing good policies and controls 
to prepare for and mitigate the legal, 
regulatory and financial ramifications 
associated with a security failure, 
according to a survey by the Ponemon 
Institute, a security research firm.  The 
survey of more than 600 security and 
information technology managers in 
mid-size and large businesses found that 
85 percent of their companies had 
suffered a data breach, but less than half 
had a plan of action in the event of a 
recurrence.  Additionally, nearly 60 
percent of U.S.-based businesses and 
government agencies feel they are 
unable to effectively assess insider 
threats.  The survey also found that, of 
those who suffered a data breach, 74 
percent reported a loss of customers; 33 
percent faced potential fines; and 32 
percent experienced a decline in share 
value.   The survey also showed that 
collaboration within a company to 
protect against breaches is weak, with 42 
percent saying collaboration rarely 
occurs and 23 percent saying it never 
occurs.  The full report may be accessed 
at 
http://www.sailpoint.com/resources/pone
mon.php. 
 

MUSIC AND TECH SEARCHES 
LIKELY TO RETURN SPYWARE 

 
 Search terms related to music 
and technology are most likely to return 
web sites with spyware and other 
malicious code, according to security 

firm McAfee’s “The State of Search 
Engine Safety” report.  In many cases, 
the resulting programs are bundled with 
unwanted adware and toolbars.  
Nevertheless, the study found it is 
slightly safer to use search engines this 
year, with about four percent of search 
results considered risky, compared with 
five percent a year ago. Risks are also 
greater when clicking on keyword ads 
that comprise much of the search 
engine’s revenue.  However, according 
to the report, seven percent of such links 
lead to risky sites, compared with eight 
and one-half percent a year ago.  The 
study was conducted by running 
approximately 2,300 popular keywords 
through the top five search engines:  
Google, Yahoo, Microsoft’s MSN, Time 
Warner’s AOL and IAC/InterActive 
Corp’s Ask.  The full report can be 
accessed at 
http://www.siteadvisor.com/studies/searc
h_safety_May2007. 
 
STUDY:  E-SHOPPERS WILL PAY 

FOR PRIVACY 
 
 Users will pay more per item 
online to protect their private 
information, according to a paper by the 
Carnegie Mellon Usable Privacy and 
Security Lab (CUPS) which was 
presented at the 2007 Workshop on the 
Economics of Information Security.  
During the study, CUPS monitored the 
habits of people between the ages of 18 
to 71 who were given money and 
instructed to buy certain items online, 
including some x-rated items, while 
using PrivacyFinder.org, CUPS’ search 
engine.  The search engine evaluates a 
web site’s privacy policies according to 
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the Platform for Privacy Preferences 
developed by the World Wide Web 
Consortium and displays a site’s rank 
alongside search results.  CUPS 
researchers found that people were 
willing to pay about 60 cents more for 
each $15 item purchased to protect their 
privacy.  In the next phase of the study, 
CUPS will partner with vendors to offer 
specific price differences that will reveal 
more information about what users are 
willing to pay.  The entire paper can be 
accessed at 
http://weis2007.econinfosec.org/papers/5
7.pdf. 

 
PEW STUDY:  CYBERBULLYING 
AFFECTS ONE-THIRD OF TEENS 

 
 One in three teenagers say they 
have experienced online bullying, but 
two-thirds of teens still believe they are 
more likely to be harassed offline, 
according to a new study by the Pew 
Internet & American Life Project.  The 
study found that the most common form 
of online bullying reported involves 
another person publicizing a private e-
mail, instant (IM) or text message, with 
15 percent of teens saying that they had 
experienced the subsequent 
embarrassment.  Other types of 
harassment reported included someone 
spreading a rumor or posting an 
embarrassing photo on the web, as well 
as sending a threatening or aggressive e-
mail, IM or text message.  The study’s 
author, senior research associate 
Amanda Lenhart, said that she found 
through teen focus groups that online 
bullying has become prevalent because: 
(1) it is easy for teens to post messages 
or photos and (2) kids feel emboldened 
because they can bully hiding behind 
their computer.  The study also found 
that girls are more likely to be bullied 
online than boys, with 38 percent of girls 

reporting that they had been harassed 
online vs. 26 percent of boys.  The 
number of cyberbullying incidents rises 
among older girls and teens who 
regularly use social networks, such as 
MySpace or Facebook, with nearly 40 
percent of teens on social networks 
saying they have been bullied.  The data 
in the report is based on telephone 
surveys of 935 teens between ages 12 to 
17 across the country.  The full report 
can be accessed at 
http://www.pewinternet.org/PPF/r/216/re
port_display.asp. 
 

ICANN PONDERS REGISTRAR 
CHANGES 

 
 The Internet Corporation for 
Assigned Names and Numbers (ICANN) 
hosted a workshop to discuss possible 
changes to its Registrar Accreditation 
Agreement (RAA) as well as steps it is 
taking to ensure registrars provide good 
service to their customers. The last time 
the RAA was amended was seven years 
ago.  The effort stems from the recent 
episode involving registrar RegisterFly, 
which ICANN had to strip of its 
accreditation due to thousands of 
complaints from its customers because 
of its poor service.  Participants in the 
workshop, titled “Protection of 
Registrants,” debated the need for 
Internet registrars, which are companies 
ICANN accredits to sell Internet domain 
names to individuals and organizations, 
to escrow their customers’ data with 
ICANN or another third party.  Details 
on how this escrow will work, such as 
what will constitute a valid trigger for 
the data release and what data would be 
put in escrow, need to be established.  
According to ICANN, there are currently 
about 900 registrars.   
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U.S. LAGS BEHIND IN INTERNET 
SPEED 

 
 The United States lags behind 
other countries in the speed in which 
data moves through the Internet, 
according to a study by the 
Communications Workers of America.  
The median Internet speed in the U.S. is 
1.97 megabits per second (mbps), a 
speed overshadowed by Japan, which 
offers users 6.1 mbps at the same price 
as the slower U.S. service.  At least four 
other countries have Internet connections 
that outpace the U.S.:  South Korea at 
45.6 mbps, Finland at 21.7 mbps, 
Sweden at 18.2 mbps and Canada at 7.6 
mbps. The difference means that 
downloading a movie in Japan takes 
about two minutes, compared with more 
than two hours in the U.S.  In the United 
States, Rhode Island had the fastest 
median speed at five mbps, while Alaska 
had the slowest at 545 kilobits per 
second.  The study surveyed about 
80,000 Internet users.  The full report 
can be accessed at 
http://www.speedmatters.org. 
 

MANY DATA BREACHES YIELD 
FEW DATA THEFTS 

      
 More than 570 data breaches 
were reported in the news media from 
January 2005 through December 2006, 
but the evidence of identity theft 
resulting from the breaches is limited, 
according to a study by the General 
Accounting Office (GAO).  The 
breaches occurred over a broad sector, 
including government agencies, 
universities, medical facilities, retailers 
and financial institutions.  The GAO 
examined the 24 largest breaches 
between 2000 and 2005 and found three 
of the breaches resulted in fraud 
perpetrated on existing accounts and/or 

the creation of fraudulent accounts.  No 
clear evidence of identity theft was 
discovered in 18 of the breaches, and 
there was insufficient evidence in the 
remaining two breaches to make a 
determination regarding identity theft.  
The entire report can be accessed at 
http://www.gao.gov/new.items/d07737.p
df. 
 

1 IN 25 YOUTHS ASKED FOR 
SEXUAL PHOTOS ON INTERNET 

 
 Four percent of online American 
youths have been asked to send a 
sexually explicit photo of themselves 
over the Internet, according to a study by 
researchers at the University of New 
Hampshire’s Crimes Against Children 
Research Center. However, of the 65 
youths in the study who reported 
receiving a request, only one actually 
sent a picture.  The researchers said that 
kids may not be aware of the speed at 
which those photos can circulate on the 
Internet, believing the photo to be only 
for the requestor.  The study, which was 
based on telephone surveys of 1,500 
Internet users aged 10 to 17, was 
published in the Journal of Adolescent 
Health.  In the study, researchers also 
identified particular traits that make a 
youth prone to receive a request for a 
sexual picture, including having a close 
relationship with someone they only 
know online, talking with someone 
online about sex, having a sexually 
suggestive screen name or experiencing 
physical or sexual abuse offline.  
Researchers also found that requests 
were more likely to occur when youths 
were with their friends. 
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UNIVERSITY OF KANSAS 
INCREASES DOWNLOADING 

PENALTY 
 
 Beginning this fall, the 
University of Kansas will institute a zero 
tolerance policy for students who 
illegally download music or movies.  
The university will deactivate ResNet 
Network access for students in residence 
halls if they are notified of a copyright 
violation and an appeal is denied.  
However, students could still access 
computers in campus labs and still use 
their university e-mail address.  The 
previous policy used a three-strike 
system, but university officials made the 
change because of increasing pressure 
by the Recording Industry of America 
(RIAA).  The RIAA recently sent 408 
pre-litigation settlement letters to 23 
universities, including the University of 
Kansas.   
 

FTC ADVISES HANDS OFF 
APPROACH TO NET 

NEUTRALITY 
 
 The Federal Trade Commission’s 
(FTC) Internet Access Task Force issued 
a report cautioning policy makers 
against regulating the evolving 
broadband Internet access industry.  The 
FTC said that putting one-size-fits-all 
restraints on a market as diverse and 
large as the Internet could have 
unpredictable, adverse effects on 
consumers.  The Commission also 
suggested that the current consumer 
protection laws are adequate to prevent 
deceptive marketing practices by 
Internet service providers and other 
threats to consumers.  The report also 
includes background information on the 
technical functioning of the Internet; the 
legal and regulatory developments that 
have led to the debate on network 

neutrality regulation; an overview of the 
arguments for and against such 
regulation; the effects on consumers of 
potential actions by broadband 
providers, such as data discrimination 
and prioritization; the effect of consumer 
protection and antitrust laws on those 
actions; and the current proposals for 
broadband Internet access. The full 
report may be accessed at 
http://www.ftc.gov/reports/broadband/v0
70000report.pdf. 
 

STUDY RANKS INTERNET 
COMPANIES ON PRIVACY 

 
 Privacy International, a watchdog 
group that focuses on how online search 
engines handle users’ personal 
information, released a report ranking 
the privacy practices of 23 major online 
companies, including Google, Yahoo, 
Facebook, Amazon and BBC.  The 
report was based on data derived from 
public sources, such as newspaper 
articles, blogs, responses to government 
inquiries and privacy policies; 
information provided by current and 
former company personnel; technical 
analysis; and interviews with company 
representatives.  After in-depth analysis, 
Privacy International then gave a 
company one of six possible rankings.  
One of the study’s more interesting 
findings was its ranking of Google at the 
lowest level.  Additionally, seven 
companies received the second lowest 
grade, including AOL, Apple Inc., 
Facebook, Hi5.com, Reunion.com, 
Microsoft’s Windows LiveSpace and 
Yahoo.  No company received the top 
grade, but the following five were rated 
as privacy-aware:  BBC, EBay Inc., 
Last.fm, LiveJournal.com and 
Wikipedia.com.  The report may be 
accessed at 
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http://www.privacyinternational.org/artic
le.shtml?cmd[347]=x-347-553961. 
 

SEDONA ELECTRONIC 
DISCOVERY PRINCIPLES 

PUBLISHED 
 

The Sedona Conference, a 
nonpartisan law and policy think tank, 
published “The Sedona Principles, 
Second Edition, Best Practice 
Recommendations and Principles for 
Addressing Electronic Document 
Production,” a follow-up to the first 
edition, which has been cited in many 
cases involving electronic discovery 
issues.  The new edition was released to 
provide guidance for issues emerging 
after the implementation of the 2006 
amended Federal Rules of Civil 
Procedure.  While the 14 fundamental 
principles remain relatively unchanged, 
the language has been updated in the 
second edition to reflect that in the 
Rules.  The Second Edition can be 
accessed at 
http://www.thesedonaconference.org/con
tent/miscFiles/TSC_PRINCP_2nd_ed_6
07.pdf. 

 
90% OF COMPANIES HAVE 

INADEQUATE DATA SECURITY 
 
 A survey of 475 companies has 
found that 90 percent of all businesses 
still do not have sufficient policies to 
adequately protect against a data breach, 
according to a report by the IT Policy 
Compliance Group, a research group 
promoting information security policy.  
This is surprising in light of the finding 
that businesses forced to report major 
incidents can expect to see an eight 
percent loss in both their stock price and 
in their customer base.  They can also 
expect to experience an eight percent 
drop in their quarterly revenue, in 

addition to additional costs for litigation, 
customer notification and subsequent 
settlements averaging $100 per record 
lost.  The full survey can be accessed at 
http://www.itpolicycompliance.com/ima
ges/uploaded/why_compliance_pays.pdf
. 

FCC APPROVES RULES FOR 
BROADBAND AUCTION 

 
 The Federal Communications 
Commission (FCC) voted to approve 
ground rules for an auction of broadband 
spectrum, to be held early in 2008, 
which would require the winner of the 
auction to make that spectrum accessible 
to any phone, device or application.  
This requirement would apply to the 22 
megahertz to be sold to a commercial 
provider, not existing airwaves held by 
such carriers as AT&T Inc. and Verizon 
Wireless.  The FCC suggested a $4.6 
billion minimum price for the spectrum, 
and said that if that price were not 
offered, then the airwaves would be 
auctioned again without the access 
requirement.  By law, the auction must 
start no later than January 28, 2008.       
 

THE CD CELEBRATES 25TH 
BIRTHDAY 

 
 The Compact Disc (CD) became 
25 years old on August 17, 2007, a 
product that was an engineering marvel 
when introduced but whose future is 
increasingly in doubt in an age of iPods 
and digital downloads.  The first CDs 
were jointly developed by Holland’s 
Royal Phillips Electronics NV and Sony 
Corp. of Japan and contained Richard 
Strauss’ Alpine Symphony. In 1980, 
researchers published the “Red Book,” 
containing the original CD standards, as 
well as specifying which patents were 
held by Phillips and which by Sony.   
While the CD still accounts for the 
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majority of the music industry’s 
recording revenue, its sales have 
declined to 553 million sold in the 
United States  last year, a 22 percent 
drop from the 2001 peak of 712 million, 
mostly due to the rise of online file 
sharing, DVDs and video games.  
Record labels seeking to revive the CD 
format have experimented with hybrid 
CD-DVD combos and packages of CDS 
with separate DVDs that have video and 
multi-media offerings, such as the 
DualDisc that debuted in 2004, but with 
mixed results.        
 
DOJ OPPOSES NET NEUTRALITY 

 
 The U.S. Department of Justice 

 (DOJ) advised the Federal 
Communications Commission that it is 
opposed to “net neutrality,” the principle 
that all Internet sites should be equally 
accessible to anyone.  The DOJ filing 
said that imposing a net neutrality 
regulation could hamper Internet 
development and prevent service 
providers from upgrading or expanding 
their networks.  It could also shift the 
“entire burden of implementing costly 
network expansions and improvements 
onto consumers.” 
DOJ added that providing different 
levels of service is common and 
efficient, citing the U.S. Postal Service’s 
range of charges for different guarantees 
and speeds for delivery.     

 
LEGISLATION UPDATE 

 
COMPUTER CRIME - GENERAL  
 
 The Massachusetts computer crime 
bill, SB 1849, which received a favorable 
report during the public hearing and 
advanced through the Senate Ways and 
Means Committee, was sent to the Senate 
Judiciary Committee on July 30.  The bill 
imposes terms of imprisonment and/or fines 
of up to $10,000 for 1) the intentional direct 
or indirect use of a computer or electronic 
communications device to defraud, commit 
larceny or extort money, damage, disrupt or 
deny access to another computer; harass 
another person; obtain medical or financial 
information about another person; or 
otherwise engage in unauthorized access to 
another computer.  It authorizes prosecution 
of such crimes in the county of the defendant 
or in the county where the accessed computer 
or remote device was used by the defendant. 
Note:  The editor thanks Dana Leccese, 
Assistant Attorney General in the Office of 

the Massachusetts Attorney General, for the 
above information. 
 
ONLINE CHILD SOLICITATION  
 
 The Oregon Legislature passed two 
bills: HB 2843, which addresses grooming; 
and HB 3515, which deals with soliciting a 
child over the Internet.  HB 2843 can be 
accessed at 
http://www.leg.state.or.us/07reg/measpdf/he2
800.dir/hb2843.en.pdf and HB 3515 can be 
accessed at 
http://www.leg.state.or.us/07reg/measpdf/hb3
500.dir/hb3515.en.pdf. 
Note:  The Editor thanks Michael Slauson, 
Assistant Attorney General in the Office of the 
Attorney General of Oregon, for this 
information.  
 
 Two of New Mexico’s new laws on 
child solicitation became effective on July 1.  
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SB 1106 makes sexual communication with a 
child a fourth degree felony.  SB 735 creates 
a new criminal offense of child solicitation 
by electronic device and adds that offense to 
the crimes requiring sex offender registration.     
Note:  The Editor thanks Sam Thompson, 
Communications Director for the Office of 
the Attorney General of New Mexico, for the 
above information. 
 
 On July 31, North Carolina’s House 
Judiciary Committee reported out SB 132, a 
bill that would require a parent’s permission 
before a child can join social networking 
sites.  The bill also would increase the 
punishment for child predators and 
pornographers, including a new provision to 
increase the charge if the predator shows at 
the proposed meeting place to induce the 
child.  SB 132, supported by Attorney 
General Roy Cooper, has already passed the 
Senate and has now been forwarded to the 
House Appropriations Committee.             
 
 On the federal side, Senator Joseph 
Biden (D-DE) introduced S. 1738, a bill that 
would establish a Special Counsel for Child 
Exploitation Prevention and Interdiction 
within the Office of the Deputy Attorney 
General to coordinate Department of Justice 
strategies with prevention and investigation 
of these cases.  It would also establish within 
the Office of Justice Programs an Internet 
Crimes Against Children (ICAC) Task Force, 
consisting of state and local task forces, to 
address these cases.  Finally, it would 
establish a National ICAC Data Network 
Center to assist the local and state task forces.  
The bill would also provide grants to state 
and local task forces, as well as boost their 
forensic data capability.  It was referred to 
the Judiciary Committee. 
Note:  The Editor thanks Nelson Peacock, 
Counsel to Senator Biden on the Judiciary 
Committee’s Subcommittee on Crime and 
Drugs, for the above information. 
  

 BROADBAND  
 
 On July 19, the Senate Committee on 
Commerce, Science and Transportation finally 
reported out S. 1492, a bill sponsored by 
Senator Daniel Inouye (D-HI) that seeks to 
enhance information about the scope of 
broadband services by requiring the Federal 
Communications Commission to determine 
demographic data about geographical areas in 
which broadband is not available. The bill 
would require the Census Bureau to include 
questions about computer use in their 
American Community Survey. It also 
encourages states to develop affordable access 
plans through $40 million annually in grants 
for fiscal years 2008 through 2012.   
Editor’s note:  The Communications Workers 
of America issued a statement in support of 
the bill. 
 
 Additionally, Senator Mark Pryor (D-
AR) introduced S. 1629, a bill that would 
direct the Federal Communications 
Commission to study the interference caused 
by broadband Internet transmission over 
power lines.  It was referred to the Committee 
on Commerce, Science and Transportation. 
 
SEX OFFENDERS 
 
 Arizona’s new sex offender law took 
effect on September 1 and will require 
registered sex offenders to disclose their e-
mail addresses, instant-messaging names and 
any profile pages they maintain on social 
networking sites.  The consequences of non-
compliance will result in more jail time.  In 
addition, any citizen can search for an 
individual or screen name on the sex offender 
database maintained on the state government 
web site.   
 
 On the federal side, on July 23, the 
House passed H.R. 3095 by a 2/3 majority, a 
bill sponsored by Representative Dale Kildee 
(D-MI) that would amend the Adam Walsh 
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Child Protection and Safety Act of 2006 to 
extend the deadline for an Indian tribe to 
elect to participate as a jurisdiction in the sex 
offender registration program, or delegate the 
function to another jurisdiction, until July 27, 
2008.  The bill was sent to the Senate, where 
it was referred to the Judiciary Committee.         
 
 In addition, on July 24, 
Representative Cathy Rodgers (R-WA) 
introduced H.R. 3144, a bill that would 
impose a mandatory minimum prison term of 
five years, and a maximum term of 20 years, 
for registered sex offenders to knowingly 
access a web site with the intent to 
communicate with a child less than 18 years 
of age.  It was referred to the Subcommittee 
on Crime, Terrorism and Homeland Security.   
 
PHISHING 
 
 On August 23, Illinois Governor Rod 
Blagojevich signed SB 137, the Illinois Anti-
Phishing Act, into law, which creates a series 
of new penalties for phishing leading to 
identity theft and fraud.  The new law, 
codified as Public Act 95-350, gives 
consumers, Internet service providers and 
businesses that have been misrepresented the 
authority to file suit. 
     
BLOGGERS      
 
 On August 1, the House Committee 
on the Judiciary reported out H.R. 2102, a 
bill sponsored by Representative Rick 
Boucher (D-VA) that would expand the 
concept of a “covered person” so that 
protection under the so-called reporter’s 
shield would be given to anyone engaged in 
journalism.  The bill then defines journalism 
as “gathering, preparing, collecting, 
photographing, recording, writing, editing, 
reporting or publishing of news or 
information that concerns local, national or 
international events or other matters of public 
interest for dissemination to the public.” 

Although this definition is very broad, it was 
designed to protect bloggers who are regularly 
involved in newsgathering and reporting 
within its scope.  A companion Senate bill, S. 
1267, sponsored by Senator Richard Lugar (R-
IN), was referred to the Judiciary Committee. 
 
DATA BREACHES         
 
 Representative Ellen Gallegly (R-CA) 
introduced H.R. 2568, a bill that would amend 
the Fair Credit Reporting Act to require a 
consumer reporting agency that has a 
reasonable suspicion of identity theft to report 
the suspicion to both the Secret Service and 
the Attorney General.  The Secret Service in 
turn, would be required to notify the Federal 
Bureau of Investigation (FBI) or the 
Department of Homeland Security (DHS) if 
the suspected case involves terrorism or 
immigration violations.  The bill was referred 
to the Committee on Financial Services. 
 
 On the Senate side, Senator Norm 
Coleman (R-MN) introduced S. 1558, a bill 
that directs the Office of Management and 
Budget (OMB) to establish policies and 
procedures on 1) notifying affected 
individuals of a possible breach, 2) proper 
ways of notification and 3) special actions to 
be taken, such as data breach analysis and 
identity theft insurance.  It also authorizes 
each agency chief information officer to 
enforce these policies.  The bill was referred 
to the Committee on Homeland Security and 
Government Affairs.    
  
INTERNET GAMBLING 
 
 Representative Jim McDermott (D-
WA) introduced H.R. 2607, a bill that requires 
Internet gambling operators to pay a licensing 
fee of two percent each 30 days for all bets 
placed during the preceding period.  The fee 
would be paid to the Director of the Financial 
Crimes Enforcement Network, which would 
have the power to grant licenses to applicants 
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who meet the criteria to be established by the 
Network.  The bill has been referred to the 
Ways and Means Committee. 
 
COMPUTER-ASSISTED HUNTING  
 
 Representative Brad Sherman (D-CA) 
introduced H.R. 2711, a bill that would 
prohibit and establish penalties for knowingly 
making available a computer-assisted remote 
hunt, defined as “using a computer or other 
device, equipment or software to allow a 
person remotely to control the aiming and 
discharge of a weapon to kill or injure an 
animal while not in the targeted animal’s 
presence.”  The bill was referred to the 
Judiciary Committee. 
 
VoIP 
 
 Representative Eliot Engel (D-NY) 
introduced H.R. 2725, a bill that directs the 
Federal Communications Commission (FCC) 
to adopt regulations requiring Voice over 
Internet Protocol (VoIP) service and 
equipment providers to inform subscribers of 
the steps necessary to maintain the proper 
functioning of any alarm, security or personal 
security system.  It was referred to the 
Committee on Energy and Commerce. 
 
IDENTITY THEFT 
 
 On July 1, Indiana’s new identity 
theft prevention law went into effect. 
 
Under the law, credit reporting agencies - 
such as Equifax (nyse: EFX - news - people), 
TransUnion and Experian - are required to 
place a freeze on an individual’s report 
within five business days of receiving a 
person’s written request.  Sample form letters 
for making the request can be found on the 
Attorney General Carter’s web site.  Within 
10 days of requesting a freeze, the consumer 
will receive a personal identification number 
with instructions for temporarily or 

permanently lifting the freeze.  There is not 
charge for placing a freeze on credit reports, 
but until January 2009, written requests are 
required to change the status of a freeze and 
the reporting agency has three days after 
receiving the request to comply. 
 
 Senator Charles Schumer (D-NY) 
introduced S. 1691, a bill which prohibits 
would prohibit a state or local government, or 
any of its employees or contractors, from 
displaying all or any portion of a social 
security number to the general public on the 
Internet.  The bill also establishes a fine of up 
to $5,000 a day for non-compliance with the 
legislation.  It also provides grants to states 
and local governments to facilitate compliance 
with the legislation.  The bill was referred to 
the Judiciary Committee. 
 
WIRELESS  
 
 Senator John Kerry (D-MA) 
introduced S. 1650, a bill, named after former 
Senator Max Cleland, which would establish 
an Office of Minority Serving Institution 
Digital and Wireless Technology within the 
National Science Foundation (NSF) to award 
grants to eligible institutions to provide 
education in digital and wireless network 
technologies and increase the technology 
infrastructure at such institutions.  Eligible 
institutions would be 1) historically black 
colleges and universities; 2) a Hispanic, native 
Alaskan or native Hawaiian-serving 
institution; 3) a tribally-controlled college or 
university; or 4) an institution determined to 
have enrolled a substantial number of 
minority, low-income students.  The bill was 
referred to the Commerce, Science and 
Transportation Committee.   
 
 On July 23, Senator John Warner (R-
VA) introduced a similar bill, S. 1857, which 
was referred to the Committee on Health, 
Education, Labor and Pensions.   
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SPYWARE 
 
 Senator Mark Pryor (D-AR) 
introduced S. 1625, a bill prohibit in a non-
authorized user of a computer, used in 
interstate commerce, from installing software 
that takes control of a computer, modifies the 
computer’s settings or prevents the user from 
blocking or uninstalling the software.  It also 
prohibits the unauthorized installation of 
software that captures the user’s personal 
information, or that causes advertising 
messages to appear.  The bill was referred to 
the Committee on Commerce, Science and 
Transportation. 

CHILD PORNOGRAPHY       
 
 On July 24, Representative Marilyn 
Musgrave (R-CO) introduced H.R. 3148, a bill 
targeting child pornography that would make 
it a crime to knowingly access with intent to 
view child pornography.  The bill would 
impose a mandatory minimum prison term of 
two years for possession of child pornography 
and would also increase fines for the failure of 
Internet service providers to report online 
child pornography.  It was referred to the 
Subcommittee on Crime, Terrorism and 
Homeland Security. 

 

TOOLS YOU CAN USE 
 
Keeping the Lines of Communication 

Safe 
 

“Voice over Internet Protocol (VoIP”)” 
is a two-page fact sheet that provides 
information on two categories of the 
technology that are relevant to public 
safety.  It also lists the technology’s 
potential benefits.  It can be accessed at 
http://www.ojp.usdoj.gov/nij/pubs-
sum/217864.htm. 
 

Law Enforcement Guide Targets 
Online Predators 

 
“Use of Computers in the Sexual 
Exploitation of  Children”  describes the 
characteristics and methods of sexual 
predators who use computers to target 
children.  It  discusses  best  practices  
for investigations involving computer 
evidence and summarizes the legal 
principles governing the search and 
seizure  of  computer  systems.  It  can 
be accessed at 

http://ojjdp.ncjrs.gov/publications/PubA
bstract.asp?pubi=235688. 
 

Hardware Write Block Test Results 
Available 

 
This series of reports presents test 
assertions, environments and results on 
some Hardware Block Devices and other 
alternatives. The report on FastBloc FE 
(USB Interface) can be accessed at 
http://www,ncjrs.gov/pdffiles1/nij/21837
8.pdf;  the report on FastBloc FE 
(FireWire Interface) can be accessed at 
http://www.ncjrs.gov/pdffiles1/nij/21837
9.pdf; the report on Tableau T5 Forensic 
IDE Bridge (USB Interface) can be 
accessed at 
http://www.ncjrs.gov/pdffiles1/nij/21838
0.pdf; and the report on Tableau T5 
Forensic IDE Bridge (FireWire 
Interface) can be accessed at 
http://www.ncjrs.gov/pdffiles1/nij/21838
1.pdf. 
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National Center for Justice 
       and the Rule of Law 
The University of Mississippi School of Law

                        
 

FREE  
ADVANCED CYBER CRIME TRAINING 

           
 
    

PRESENTING DIGITAL EVIDENCE 
IN THE  

COURT ROOM 
 

When: 
November 13 – 15, 2007 

 
 
 

Where: 
University of Mississippi  

School of Law 
Oxford, Mississippi 

 
 

Who’s Invited: 
Civil Enforcement Attorneys & Prosecutors 
from Attorneys General Offices 
 
 
 
 
 
 
 
 
For More Information Contact: 
Hedda Litwin, NAAG Cyber Crime Counsel 
Tel: 202-326-6022 
E-mail:  hlitwin@naag.org 



 

 

 
NATIONAL ASSOCIATION OF ATTORNEYS GENERAL   

 
PRESENTING DIGITAL EVIDENCE 

IN THE COURT ROOM 
 

November 13-15, 2007 
University, MS 38677 

 
 NOMINATION FORM - RETURN BY OCTOBER 15, 2007  
 

**PLEASE NOTE:  THIS FORM IS NOT AN AUTOMATIC APPROVAL TO ATTEND THE TRAINING. 
APPROVAL NOTICE WILL BE SENT UNDER SEPARATE COVER** 

 
MEETING ID NO.  # 352 

 
Please use one form per registrant/nominee.  Complete all sections.   

 
Please return form to: National Association of Attorneys General, Attn: Marland Holloway, Cyber Crime Project Assistant, 
2030 M Street, N.W., 8th Floor, Washington, DC 20036 or Fax to (202) 331-1427. 
 

Name (as it should appear on badge):   Full Mailing Address: 
 

_____________________________________  __________________________________ 
             

Title: ________________________________  ___________________________________ 
 

Phone Number: _______________________  ___________________________________ 
 

Fax Number: _________________________ 
   
E-mail: ______________________________   

 
Attorney General Office: ___________________________________  

 
 
 
   
 
 
 Travel By (Check one):    Air_____ Rail ______ Car______   
 

 
State Bar registration number(s)    State ______ Number _________ 
(For CLE credit) 
        State ______ Number _________ 

 
 
Dietary Restrictions?  If so describe:     ______________________________________________ 
 
 
Special Requests  If you require special services or auxiliary aids to assist you while attending the meeting and 
events during the Cyber Crime Training, such as sign-language interpreters, note-takers, large print materials or 
Braille materials, please contact Marland Holloway, Cyber Crime Project Assistant, at 202-326-6262 or by email at 
mholloway@naag.org. NAAG will make suitable arrangements. 
 

 
(NAAG Use Only): 
 
This Nominee Has Been Approved To Attend This Training:    Yes (_____) No (_____) 


